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Teme

Centralizirana antivirusna zastita
SOPHOS programima

Software Update Service (SUS)




Demonstracija

1 Server (Windows 2003 AD domena)

1 Klijent (Windows XP Professional)




Danasnja tema nije:

Kako virusi rade
Kako napraviti virus

Antivirusna zastita ne-Windows
platformi

Ostali antivirusni proizvodi na trzistu




Sadrzaj - Sophos

Uvod

Centralna distribucija SAV klijenta
SAVAdmin alat

Nadogradnja CID-a

Sophos Enterprise Manager
(SophosEM)




UvOD

Antivirusna zastita kao dio sigurnosne
politike

Vise linija obrane
B Na svakom klijentskom racunalu
B Na datoteCnim i e-mail posluziteljima




Aktivha obrana

“Pasivhe” mjere

B zabrana potencijalno opasnih
(exe,com,pif,vbs..) privitaka

B patch management

“Aktivne” mjere
B antivirusni SW




Centralizirana distribucija SAV klijental

poseban account
B kakve ovlasti?

instalacija centralne distribucije na
serveru

instalacija klijenta uz pomoc¢
centralne distribucije




Centralizirana distribucija SAV klijenta?

Demonstracija
(5 min.)
Instalacija CIDa,

InterChk Servera i
InterChk klijenta




CID - instalacija centralne distribucije

;'-!F- SOPHOS Setup - Installation Type

= Installation tepe

™ Local installation/update

Installz Sophos Antiirus on pour workstation

Copies the Sophos Anhiinus inzstallation fles onko a bile server.
Cophos AnbiAirus can then be installed from the file s erver onto
wiorkztationz, enabling automatic updating.

< Back Mext > Caticel




CID - odabir AUTO-UPDATE opcije

;;'1- SOPHOS Setup - Install.ation Options

— Sophos Sntiinuz installation options

Ernables autornatic updating of warkstation installations from
the central inztallation.

[ Prevent remowal

Frevents Sophos Antiinus from being removed by the
Add/Remove Programs & pplication in Contral Parnsl,

< Back M et = Cancel




CID - instalacija klijenta sa CIDa

<4 SOPHOS Setup - Folder Selection

Sophos Setup will wse the following folders;

— 5 ophos Antirtinuz zource folder:

Browse...

— 5 ophos Antitinue destination folder:

IE:"-.P'ngram FilezhSophos SWEEF for NT

Browsze. .. |

£ Back

Kewt =

Cancel
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CID - odabir InterChk server opcije

:'1 SOPHOS Setup - InterCheck Support and Metwork Access

—Sophos Antiiriz - InterCheck Suppart

The IC Client provides on-access vinug protection for the computer
on which it iz installed.

[W |nterCheck Server

The IC Server provides centr al reporting zervices for workstationz
connected to the server,

— Scheduled Metwork Access

[~ Enable scheduled scanning of netwark, resources

Feguires Sophos Anti-irus ta be installed with uzer account details.

||

< Back Mext » =

Cancel
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CID - odabir domenskog accounta

'_;"1 S0PHOS Setup - Auto-Update Account Details |

Sophos Setup can automatically update Sophos AnbiYirus from your Hle
zerver. T he workstation zervice will use the account entered below for
Lipdating.

—aLto-update zervice account details;

Dormair: {DOMEN]

Accounk name: |SWE EFUFD

Bazsword: I

LCaonfirm pazsward: I

[ Ehow A dvarced auta-update account datails page

< Back I Ment » I Cancel
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CID - instalirani servisi

Instalirani servisi na SAV CID serveru i
klijentu:
SWEEPSRV.SYS (SAV servis)

SWNETSUP.EXE (SAV Network)
B SWUPD acc

SWUPDATE.EXE (SAV Update)
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Nadzor i odrzavanje SAVAdmin

alatom !

Instalira se sa Sophos Enterprise

Managerom ili kao zasebna aplikacija

NADZOR:
datoteka,

ODRZAVANIE: generiranje skriptnih

verzija SAV klijenta, broj& IDE
aktivnost InterCheck monitora...

zadataka, rucna nadogradnija klijenata i

servera,
servera,
pokretanj

bromjena dodjeljenog SAV CID
Dromjena servisnog accounta,

e instalacije SAV klljenta na

novom domenskom racunald..
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Nadzor i odrzavanje SAVAdmin
alatom 2

Demonstracija

Instalacija
(5 min.)
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Nadzor i odrzavanje SAVAdmin
alatom 3

Demonstracija

taskovi, update, install, snapshot
(15 minuta)
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Taskovi

Task types

Pleasze select task type

pdake S

Change CID

Set auto-upagrade account
Snapshot

Replicate CID

Cancel |
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Update

Task sektings: Update SAY I

Carmmaot | Targets | Options I

Tazk name:

Qutput filenames
!:?:;T empDirhT ask0f og

[E8

Command to performn befare e tazk ewecution

I i

Command to perform after the task execution

]

¥ Permanent [ Create rety task after execution

[T Apply to all subgroups

Create Cancel | Spply




Install

I. Inztall paths | Configurations | Aocount details
i Comnon | T argets I O ptiohs | I list
! T azle name;

Cutpt filename

IféTempDirfé"'.TaskDE.lng o
Command to perfarm before the tazk execution
| <
Command ta perfarm after the task execution

£

¥ Pemanent

[~ Applyto all subgroups

[ Cieate ety task after execution

Create

Cancel Lpply
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Snapshot

T — |
Caommar | Targetsl Dptinnsl

Tazk name:

Cutput filename
l‘*/;T empDirzhTazk08 log

Command to perform before the task execution

Command to perfarm after the task execution

34

¥ Peimanent [T Create ety task after execution

[ Apply to all subgroups

Create I Canicel F a1




Nadogradnja CID-a !

Iz CID-a se nadograduju klijenti
Kako nadogradivati CID?
Wget, unzip

http://www.sophos.com/downloads/ides/web ides.zip

Problem: stare IDE datoteke koje ne
mogu biti zamjenjene novijom i ispravnijom
verzijom -> rijeSenje je primjena Sophos
Enterprise Manager
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Nadogradnja CID-a 2

Primjer batch skripte za dogradnju novim
IDE datotekama:

cd c:\Program Files\Sophos SWEEP for NT\NTInst\i386
wget http://www.sophos.com/downloads/ide/web_ides.zip
"c:\Program Files\winzip\wzunzip" -o web_ides.zip

del web_ides.zip

Ostaje problem nadogradnje samog SAV
klijenta -> primjena Sophos Enterprise
Managera
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SophosEM

Rjesenje za problem automatske
nadogradnje i manipulaciju SAV
klijentima i SAV servera

Prati vise verzija SAV aplikacija,
razmena podataka http ili file share-
om, scheduler

SophosEM - “baza/library i CID”
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SophosEM
Prije nego pocnemo

Preduvijeti:
provjeriti postojece CID postavke
obrisati postojece IDE datoteke

obrisati SAVAdmin alat
B SophosEm ce instalirati novu kopiju
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SophosgEM
Instalacija

Demonstracija instalacije
(10 min.)
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SophosgEM
Library

Enterprise Manager Library - %\RUT¥ICA"SophosEM Properti..

Library i Frirary parent | Secondarny parent I pdate schedules I

The Enterprize Manager conzole iz currently managing the
fallousirig libran:

i"-.'\.!:iu PCaRSophosE M 3 !

It the Enterprize Manager zemvices are running on a different
computer. enter the comprter's name:

T o connect to more than one library simultaneously, go to the MMC
'Conzole’ menu and add a new Enterprize Manager zhap-in.

To create anather librany, goto the 'Tools' menw and select 'Create
Library'.

[, Cancel Spply




SophosEM

CID

T¥ICA"SophosEM, Central Installations]

Tﬂ'l Sophos Enterprise Manager - [Console Root'Enterprise Manager Library

Hﬁj Console  Window  Help

D@ H| @ |lsx]

|| Action Wiews  Fawvoribes  Library Tools |I = | | ﬁl | @ i] E__'!, e

Mame | Descripkion

I Location

Tree I Favorites I

[ Consale Roat
- Enterprise Manager Library - 1!

I'£| {1 Packages

ﬂ Sophos Anki-iras For Wi, Majnovija obnova
ﬁ] Sophos Anki-irus For Wi, Majnovija obnova

o | rl

<

YRUTYICA\InterChiyNT Instlisas
WRUTYICA\InterChidwosInst

v
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SophosgEM
Aktivni servisi

schdsrvc.exe (scheduler)
rptsrv.exe (message logger)

smsgsrv.exe (Sophos messages)
s SWUPD acc
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SophosEM
Deinstalacija

3 vazna koraka

O 9%ProgramFiles%\Sophos Enterprise
Manager\library\bin\setup.exe -remlib \\server\SophosEM\

O Uninstall /remove iz "Add/Remove Programs” ili “uninstall”
[0 Brisanje iz registry-a slijedece stavke:
\\HKLM\Software\Sophos\Sophos Enterprise Manager

restart nije potreban

TEK SADA MOZEMO PONOVO INSTALIRATI SophosEM
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Opcije

All

Unsubscribed

Subscribed

Published

Central Installations (CID-s)
Schedules
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SophosgEM
Problemi iz prakse

B distribucija bugovite SAV verzije

B "SAV account locked”
B “logon as a service right” prava preko
group policy-a
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SAV- korisno je znati...!

distribucija
CUSTOM
konfiguracije SAVa

Immediate Mode Configuration

tdode Action |Repnn|

[v Disinfect hoot sectars;

[ Disinfect documents
[v Disinfect programs
[ Disinfect mailboxes

—[¥ Intected files

[ Reguest canfirmation

(" Eename
{~ Delete
(e Shred
 howve
" Copy

IC.'\Prngram FilestSophos SW Browse |

o |

Cancel | Help
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SAV- korisno je znati...2

fdmin
Ele Edit Yiew Computer Help

D d|Str|bUC|Ja _@l&?l ﬂiﬁl |@| Eglgg” Key: =) 58V Installed B o/ SAY Active €F Updating €7 Signalupdate 2 Updatefaled  § Dut of dz

C U STO M L:_gg Metwork Meighborhood Compuker | 05 | Access | SAY Instaled | SAN Ackive | SAY YL, | IDEs
+ g SavAdmin Metwork View : caliath wp fieme
ko n fl g u ra C IJ e ET-.Tflrla‘\:ichz?;I’ol:rtVindows Metwark Create task W : w
: e Mone
S AV a Hidkedh Install SAY... Mare
Inkranet Update SAH... hone
2 Change CID.. Full Instaled Active 377 agoboth
Mone
kg Lopy 5AY Config Full Installed Ackive 377 agoboth
Baste SAW Corfig. .. Full Instaled Active 377 agoboth
fey item None
Cut ftem Full Installed Ackive 377 agobath
Copy ikem HMore
Mone
[relete ftem Mane
- e Full Instaled Active 377 agoboth
Properties None
v v Pc-wrba 2000 Full Installed Ackive 3.77 agobaoth
.\ Pc-zagi P MNorne
Pc-zvizdap xP Mone
Rutvica 2000;5erver | Full Installed Inackive 377 agoboth
Trecidomaci Mone
Zdenko XP Full Mo
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SAV- korisno je znati...>

podrska za RDP - MS Terminal
Service (verzija 3.75 i visa)

[0 instalacija \\server\share\Setup.exe -termclient

0 update klijenta x:\program files\Sophos SWEEP for
NT\NTInst\i386\Setup.exe" -termclient -update
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Komentar

Lucijan Caric, Qubis

Preuzeto sa: BUG On Line
http://www.bug.hr/ostav/caric9.asp
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*...velik broj administratora uopce nema
potrebna ovlastenja za primjenu sigurnosnih
mjera. Vrlo cesto, umjesto da ih ohrabre i
motiviraju, rukovodstva institucija djeluju
protiv njih, jer precesto staju na stranu
prekrsSitelja pravila i izazivaca problema, zato
sto se radi o "vaznim" ljudima unutar
institucije ili zato sto jednostavno ne
shvacaju vaznost zastite informatickih
sustava - temeljne infrastrukture svake
moderne institucije.
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Tako se malim bogovima u institucijama
dodjeljuju administratorska prava na njihovim
kompjuterima i segmentima mreze, modemi
kojima se mogu spajati na Internet mimo
"spore" zajednicke veze (zagusene brdom
smeca kao sto je pornografija, muzika, spam,
te drugi "zabavni" sadrzaji) i korporativnog
firewalla, a njihova se prijenosna racunala
priljucuju na mreznu strukturu institucije bez
ikakve prethodne provjere.
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[0 Suprotno pravilima i zdravom razumu
omogucuje im se primanje izvrsnih programa
putem e-poste i pristup ostalim zaposlenicima
zabranjenim Internet stranicama. Nije rijetkost
da takvi gurui zahtijevaju da se sa njihovih
kompjutera deinstaliraju antivirusni i drugi
zastitni programi, jer im "usporavaju" rad i
ogranicavaju kreativnost, a kada izazovu
nekakav problem koji informaticari danima ili
tjednima moraju uklanjati, takvi junaci obicno
prvi prstom pocnu pokazivati na nesposobne
administratore sustava i njihove prevelike
grijehove i propuste.
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Pauza
(15 minuta)
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Software Update Service



Sadrzaj

Patch management rjesenja

Karakteristike

Prednosti/nedostaci

Sistemski zahtjevi na klijentu/posluzitelju
Instalacija

Opcije konzole

Nacini distribucije

SUS klijenti

Konfiguriranje podrske za domenske klijente
Konfiguriranje podrske za stand-alone klijente
Windows Registry stavke

UocCeni problemi

Zakljucak

Pomoc

OO00O00O00O00O00O00O00O0O00000O0
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SUS - patch management rjesenja

Patch management unutar okruzenja ADa
Microsoft Systems Management Server

http://www.microsoft.com/smserver/default.asp

PatchWorks

http://www.rippletech.com/products/PatchWorks/Prod PW

Overview.htm

UpdateEXPERT

http://www.stbernard.com/products/updateexpert/products

updateexpert.asp
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SUS - karakteristike

Koristi tzv “automatic update service”

Windows 2000 SP3
Windows XP SP1
Windows 2003
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Prednosti

Preusmjeravanje na lokalni CARNetov
SUS posluzitelj

http://windowsupdate.carnet.hr

Umjesto na originalni
http://windosupdate.microsoft.com
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Prednosti

[0 Lokalna pohrana i pracenje
izdanih zakrpi

[1 Kontrola nad distribucijom
zakrpi

[0Smanjeno opterecenje WAN
linka
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Nedostaci

[1Ne dozvoljava napredniji patch
management deinstalacija
zakrpi, pracenje stanja na
klijentima

L1 MS Systems Management
Server rjeSava nedostatke
SUS-a
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SUS - sistemski zahtjevi na
klijentu/posluzitelju

klijentska racunala - OS Windows 2000
SP4/ Windows XP SP1/Windows 2003
unutar Windows 2000/2003 Active _
Directory domene ili stand-alone racunala,
ostali klijenti zahtjevaju naknadnu
instalaciju Automatic Update servisa

racunalo SUS posluzitelj - Windows
2000/2003 Server sa IIS 5.0/6.0,
konfiguriran kao domain kontroler, member
server ili stand-alone server
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SUS - instalacija servisa na
posluzitelju

Instalacija servisa
(10 minuta)
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SUS - konzola

[0 opcije SUS servisa
mogu se naknadno
podesiti

Ele Edit Y“ew Favorites Tools Help

Gpack + = - @ ot ‘ @l search

[ Approve updates

Other Options

[ Wiew synchronization log
[ wiew approval log

(-] Set options

[ Manitar server

See Also

[ About Software Update Services
[ Microseft Windaws Update

[ Microsoft Security

[ Microsaft Support Knowledge Base

ofturare Update Services

[ welcome

[ synchronize seruer

Set options

Set your Softweare Update Services options, and then click Apply.

Select a proxy server configuration:
€ Do not uce a proxy server to access the Intemat
¥ Use a proxy server to access the Intemet

1% puternatically detect proxy server settings

1" Use the following prozy server to access the Intemet:

inddress: | par a0

[ Use the following user credentials to access the proxy servert

Lo e

& Allowe basic authentication when connecting to provy server

Specify the name your clients use to locate this update server:

Server name: [L0-UNIZG

IF your clients cannot resolwe 3 MetBIOS name (computemame) you should change this te a DNS name
feomputemname.domainname) of use the server's IP address,

Select which server to synchronize content from:
= Synchronize divectly From the Microsoft Windows Update servers

% Synchronize From a local Software Update Services server:

|wmdﬂwsupdate.carnet.hr
Type the name of the server, Example: Corpliil1

[¥ Synchronize lst o approved items updated From this lacation (replace mode)

Select how you want te handle new versions of previeusly approved updates:
& Autornatically approve new versions of previeusly approved updates

€ Do not autematically approve new wersions of appraved updates. I will manually approve these updates later.

Select where you want to store updates:
€ Maintain the updates on a Microsoft Windows Update server
€% Save the updates to a local Folder

Synchronizs ingtallation packages only for these locales:

Select Al | Clear Al |
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Opcije konzole

Demonstracija opcija SUS konzole

Prvi korak — "Trusted site” ©
Opcije namjestanja SUS-a
NetBIOS/DNS ime
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SUS - nacini distribucije

1 Klijenti unutar domene
B Pozeljno!

1 Samostojeci klijenti
B stand-alone
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SUS Klijenti

potreban tzv. Automatic Update
klijent (wuauserv)

Windows 2000 sa SP2 i osnovni
Windows XP zahtjevaju naknadnu
instalaciju instalaciju Automatic
Update klijenta

http://www.microsoft.com/windows2000/down|
oads/recommended/susclient
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SUS - instalacija klijentske strane (domain
group policy) — policy properties

M 1 x I
| intranet_racunala Properties ﬂ ! 5US client-administrative templates-wuau.adm Properties

Generall kM anaged Eyl I:Il:uiecti Securty Group Policy i B | i i Securityi

Current Group Policy Object Links for intranet_racunala

%

SUS client-admiristiabyve termplates-wuau. adm [rubvicantra..

] Group Palicy Object Links | Mo Overide | Disat - Summary

. |Ef tepipfitering Created: £.9.2003 85115

! 5 client-adminiztrative templates-woau. adm tadified: 1947 2003 13-30:23

' R evizions: 20 [Computer]. 1 [Uzer]
Darnain: irtratiet. sroe.hr

Unique name:  {60234026-1018-4458-9360 -COB0208F 36F 5}

< | =

Group Policy Objectz higher in the lizt have the highest priority.
This list obtained from: rubvica.intranet. srce. hr To improve performance, 1ze these options to disable unused
parts of thiz Group Policy Object.

New | agd. | Ea | O e e

— Dizable

Options... | Delete... | Eroperties | Wowr | ¥ Disable User Configuration settings

[ Block Policy inheritance

Ok i Caricel é.Fl[J!_P g I Carcel J'_ﬂ\..rl[ll'r'




SUS - instalacija klijentske strane (domain
group policy) — add policy template

&¥ Group Policy |_ (O] x|
|J Action  Miew |I<:=-b||||§ |
Tree | Policy [ Setting
ﬁ 515 client-administrative kemplates- @Windows Components
l__@ Computer Configuration (d5ystem
ﬁ} 2] Software Settings _;INetwark
I+1 [j Windows Settings DF‘rinters
: E}{j Adrinistrative Temolabss
|_ @ ser anﬁguratmn Eljlj,I'F!.EI'I'II:I'-.-'Ef TEEI'I'I|:I|-EI|ZE:'-. i
l:‘ [:i Sl:thware Settllngs All Tasks :
u}[;l Windows Settings
- Administrative Ter  yiew >
Export Lisk. ..
Help

<] | KN

iManage administrative templates




SUS - instalacija klijentske strane (domain
group policy) — odabir policy predloska

Add/Remove Templates E I

Current Palicy Templates:

N arne | Size | Modified |
ool JE 22720021205
] inetres 109KE  7.12.1393 1300
(=] system 736KE  19.5.2003 20:05

@ aLIEL 248 28.5200210:24

Add.. Bemove




SUS - konfiguracija podrske za
stand-alone klijente

Windows Registry Editor Version 5.00

[ HKEYdLOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\Wind
owsUpdate
”WUServe]' "http.//ime_SUS posluz:teI]a ili
"http://ime_SUS posluz:teI]a domena.hr”
"WUStatusServer™="http://ime_SUS, _posluzitelja” ili
"http://ime_SUS_posluzitelja.domena.hr "

[HKEY LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Wind
owsUpdate\AU]

"UseWUServer'=dword:00000001
"NoAutoUpdate"=dword:00000000
"AUOptions"=dword:00000004
"ScheduledInstallDay"=dword:00000000
"ScheduledInstallTime"=dword:00000003
"RescheduledWaitTime"=dword:00000001
"NoAutoRebootWithLoggedOnUsers"=dword:00000000

COPY/PASTE -> MERGE
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SUS - Windows Registry stavke

Conflgure Automatic Updates - opisuje
nacin preuzimanja ispravki sa SUS servisa
(obavijest o preuzimanju/instalaciji,
automatsko :>reu2|man'e/rucna instalacija,
automatsko preuzimanje/instalacija) i
vremenu instalacije dan u tjednu ili svaki
dan u tocno odredeno vrijeme)

Specify Intranet Microsoft Update
Service Location - odreduje http adrese
SUS servisa sa kojega ce klijenti preuzimati
ispravke
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SUS - Windows Registry stavke

Reschedule Automatic Updates
Scheduled Installation - omogucuje da
sustav nakon instalacije ispravki ceka do 60
minuta prije nego krene u restart.

No auto-restart for scheduled
Automatic Updates Installations -
ukoliko je omogucena, ova stavka
osigurava da korisnik lokiran na klijent
racunalo moze izbjeci restart racunala
nakon instalacije ispravki
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SUS - uoceni problemi

UcCitavanje group policy-a nije uspjelo
Win2000 - secedit /refreshpolicy machine_policy
/enforce

WinXP - gpupdate /force

Redeploy vec instaliranih zakrpi

B potrebno je maknuti postojecu zakrpu i dozvoliti
instalaciju nove

[0 Problem pristupa SUS konzoli preko web
browsera

B web adresu SUS servera je potrebno prijaviti kao
“Trusted site” adresu
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Zakljucak

Windows klijent racunala valja
odrzavati kroz centralizirane sustave

Automatiziran patch management i
AV zastita na klijentskim racunalima

Sigurnost manje ovisi o dobroj volji il
znanju korisnika

Dodatna zastita kroz sustav Active
Directory-a (tema nekog drugog
teCaja®©)
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Pomo¢

http://www.susserver.com

Helpdesk za sistemce
sistemac@carnet.hr

http://sistemac.carnet.hr
http://sav.srce.hr

MS RefCentar
http://www.srce.hr/MicrosoftSW/mshelpdesk
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