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ﬁ:"‘“ pGina
Prestankom podrske za Windows XP i prelaskom na Windows 7, doslo je do
promjena kod konfiguracije pristupa ra¢unala koja se nalaze u javhom prostoru. Za prijavu na sustav
koristimo AAI@EduHr identitet putem pGina softvera. O pGina projektu smo ve¢ pisali u nekim
ranijim ¢lancima kao Sto su Autentikacija korisnika programom pGina s Radius pluginom [1] ili
pGina i Windows 7 [2] .

Medutim od zadnjeg ¢lanka je prosSlo vise od 4 godine, neke su se stvari promijenile, ima zanimljivih
novosti u odnosu na starije verzije. Na Windowsima XP koristili smo staru verziju pGina 1.8.8. S
novim sustavom pocinjemo koristiti zadnju stabilnu verziju 3.1.8.0. llustriramo za podsjetnik nacin
konfiguracije na verziji 3.1.8.0. Nakon Sto preuzmemo [3] i instaliramo pGinu. Instalacija uvjetuje
predinstalaciju NetFramewok 4.0 i MS Visual C++ . Pokrenimo konfiguraciju kroz graficko sucelje.

Uredimo pozdravnu poruku prijave te logo ustanove.

pGina Con.ﬁgumli Bk

General | Flugin Selection | Plugin Order | Simulation | Credential Provider Options |

Tile Image

Tile image: C:\Uzersvhost \pgina_uG bmp [:] Preview:

MOTD
Enable MOTD

MOTD:  Fa prjavu konstiti AAE@EduHR identitet. 7a spremanje podataka konstite podatkovnu particiju i USE stick. Svi podatci na C: disku se gaSer

Massageofb‘:eﬂqvmmj Displaved below the tie image and above the usemame/password fields.
‘Bl substFudions: - Machine name, %d - Today's dafe, 7 - IP address, %n - ONS name, %v pGna version

pGina Service Credential Provider/GINA Status

Show service status in logon Ul
Registered: ez

Status:  Running

Enabled: es %
st iisting

Unlock

[ Use original usemame to unlock computer (Windows 7 and later).

Logon Progress
Logon Progress Message:  Loagging on %
Vald substiudion: % - username

pGina 3.1.8.0 Save & Close ] [ Apply ] [ Clase
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Podesimo postavke radius servera.

e pGina Configuration

General | Plugin Selection | Plugin Order I Simulation | Credential Provider 0|:ti0ns|

; HR Croatian (Croatia} -._f"HeIp

o (= [ | =]

Search Directores

Directory

C:%Program Files"pGina“Flugins“Core
C:%Program Files pGina"Flyains Contdh

RADIUS Plugin Configuration

Single User Login [[] Use modfied usemame for accounting

Email Authentication IP Address Suggestion:

a Server:  161.53.150.2 Authentication Port: 1812 | n
Timeout: 2,50 seconds Retry: 3 times  Accourting Port: 1813
Add ] [ Remove ]
Shared Secret: sssssses [[] Show secret
Cumrent Flugins
Machine Identifier
Flugin M A _ § _ e
N o ©) IP Address Orly ) Maching Name Only @ Both
Session Limit

=N RO

sers to & single set of or

OF or IMAP server.

[ Save

Madify Usemame Plugin

==]--

b ki

rroTeorromooewrages of the login process

4| 1 |

3

pGina 3.1.8.0

Save & Close ] [

J

Apply Close ]

Zelimo da se korisni¢ki podaci brisu nakon odjave.
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Plugin Selection | Plugin Order .l

Search Directories

Directony
C:*Program Files"pGina*Plugins“Co
C:"Program Files pGina“Plugins'Co

Current Flugins

Plugin Mame Authentic
LDAP
Local Machine
My3aL
My SQL Logger
Simple Demonstration
4

pGina 3.1.8.0

Authentication
Always authenticate local users

Authorization
Mirror groups from local user
Authorize all authenticated users
Require local administrator group membership
Require meﬂnership in one of the following local groups:

Local Emups

*

Gateway
Failure to create or join local groups sh

mre account and profile after logo
does not exist priorto logon.
Scramble password after logout.

Only scramble when LocalMachin
does not execute.

MNever scramble the passwords for

|lzemame
*

Mandatory Groups

Sav

’ Save & Close ] [ Apply H Close ]

Postavimo radius prijavu u prvi plan u odnosu na lokalnu prijavu.
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HR Croatian (Croatia} (7 Help

| General | Plugin Selection | Plugin Order | Simulation | Credential Provider Options |

Authentication Authorization

Plugin Plugin
RADIUS Plugin
Local Machine

Gateway Event Motfication

Plugin

Local Machine RADIUS Plugin

Svaku promjenu u konfiguraciji poslije spremanja moramo potvrditi s "Apply" u glavhom prozoru.
Ako smo sve podesili kako treba, mozemo se prijaviti na Windows 7 s AAI@EduHr identitetom, pa
potraziti u logu radius servera nasu prijavu.

Wed Dec 3 08:35:10 2014 : Auth: Login OK [pperic@inmet.hr] (fromclient pgina-
kantina port 0)

Bududi da klijentsko ra¢unalo dolazi iz lokalne mreze, ne vidimo lokalnu IP adresu s koje dolazi
prijava. Stara verzija 1.8.8 je to zapisivala:

Wed Nov 26 14:23:18 2014 : Auth: Login OK [pperic@inmet.hr] (fromclient pgina-
kantina port 668 cli 192.168.1.160)

Radi se o cli atributu (Calling station ID attribute) kojeg nova verzija ne biljezi, dok se u staroj to
podrazumijevalo. Nismo pronasli postavku u konfiguraciji koja bi to ukljucila. Opcija prikaza lokalne
adrese u radius.log-u nam je zanimljiva ukoliko bi doSlo do problemati¢nih sitacija kada bi trebalo
utvrditi s kojeg je ra¢unala doSla prijava.

Za takve slucajeve nova verzija pGine nudi dodatak imena MySQL Logger, za Sto treba instalirati
mysql bazu. Mogao bi dobro dodi postoje¢i mysql server, ali smo ga odlucili podiéi na racunalu na
kome se obavljaju prijave.

Testirali smo MySQL Logger instalacijomm MySQL 5.6.21.1 web community verzije. Instalirajte MySOQL
uz pomo¢ kuharice [4] koju smo pripremili.

Pokrenimo MySQL 5.6 Command Line Client.
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| = | 7-Zip HR Croatian (Croatia) (?)Help
W 4 MySQL 56 Caommand Line Client - Unicode | Accessories ¥ | 5= Windows Fax and Scan
J Administrative Tools ¥ | 8 Windows Media Center
5 pGina , - _ .
, Classic Shell » @ Windows Media Player
o= J Foxit Reader b | gl KPS Viewer
I,@:‘ Default Programs
" ) Games »
i WP | GOM Player »
| - ) Google Chrome »
‘ :_ programs " _Il'fﬁnvil':‘.-'v' »
L J Java »
j,} Documents » | | Maintenance ¥
Malwarebytes' Anti-Malware  »
" | . ¥
c t
W/ computer | Microsoft Office >
_, Settings Y | ) MySQL P|  MySQL Installer - Community
| MySQL 5.6 Command Line Client I 1. MySQL Server 5.6 »
é)(__/; Search B 11501 5.8 Command Line Client - Unicode
o , PuTTY 4
s @ Help and Support | Startup »
E? = « | VideoLAN »
el = Run..,
© — | WinRAR »
T -
-4 L__] Log Off host... @ CDBurnerxP
w W Desktop Gadget Gallery
=3 (0] shut Down.. b |4 Give 2
é @ Inkscape
= =]
= | “earch | s (& Internet Explorer
— @ Mozilla Firefox
-

@ Iozilla Thunderkird

Iz komandne linije se ulogiramo s root passwordom kojeg smo odabrali tokom instalacije mysql
servera. Dodajemo bazu i korisnika pgina, te ovlasti korisniku pgina nad istoimenom bazom.

Ent er password: ****x*xxx*

Wl cone to the MySQ. nonitor.
Your MySQL connection id is 3
Server version:

affiliates. O her
owners.
Type '"help;' or '"\h' for help. Type'

mysql > create database pgina;
Query OK, 1 row affected (0.00 sec)
nmysqgl > show dat abases;

Fom e e e oo +
| Dat abase |
Fmm e e e +
| information_schena |
| nysaql |
| perfornance_schena |
| pgina |
| test |
o e e e a o +

5 rows in set (0.00 sec)

Commands end with ;

5.6.21-10og MySQL Comunity Server
Copyright (c) 2000, 2014, Oracle and/or
Oacle is a registered tradenark of Oracle Corporation and/ or
nanes nmay be tradenarks of their

\c

or \g.

(GPL)
its affiliates.

to clear

Al'l

t he current

rights reserved.
its

respective

i nput statenent.
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nysqgl > create user pgina;

Query OK, 0 rows affected (0.00 sec)

mysqgl > grant all on pgina.* to 'pgina @Il ocal host' identified by 'nekipassword';
Query OK, 0 rows affected (0.00 sec)

nysql >

Napokon mozemo podesiti MySQL Logger. Uklju¢imo MySQL Logger dodatak i podesimo
konfiguraciju.

-

() pGina Configuration HR Croatian (Croatia) (2} Help

General | Plugin Selection |F‘Iugin Order | Simulation | Credertial Provider Opﬁansl

Seard MySQL Logger Plugin Configuration

Qi Mode
oo Event Maode Session Mode
C Server
Host: localhost
o Paort: 3306 .
Database: pgina i
@ Add ] [ Femove
Event Table: evertlogs
Curre Session Table: sssslogs Event Mode Table: Table created.
E Session Mode Tahle: Table created. g
- |lser: pgina ;
LDA source for authentication and./or
Locg Password: panes how Text Lrts for authenticated users, and
iy S| bocount database. 3
Events
logon [ Lock [[] Console Connect ] Remote Connect [[] Remote Control
Simp Logoff [] Unlock [C] Console Disconnect  [] Remote Disconnect pws all usemames that begin with B8
Sesg ns
Sing Uptions licated users to a single set of cre _
0 [[] Use Modfied Usemame
4 3

[ Test... ][CreateTabIe... [ Cancel ” Save ]

Prokomentirajmo konfiguraciju, uneseni su ime korisnika, baze i lozinka koje smo odabrali
prethodnom koraku. Upisujemo imena 2 tablice koje Zelimo kreirati odvojeno da biljeze "Session" i
"Event". Dogadaje koje zelimo pratiti su prijava i odjava korisnika. "Event" tablica biljezi svaki
dogadaj pojedinacno. "Sessions" tablica biljezi 2 dogadaja (login i logoff korisnika) u jednom unosu.
Nakon imenovanja tablica obavezno je napraviti "Create Table.." i ve¢ spomenuti vazan "Apply"
nakon toga. Ako smo sve dobro napravili nakon pokretanja "Test.." trebamo dobiti sljededi prikaz.
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@ pGina Configuration HR Croatian (Croatia) 1 2)Help

General | Plugin Selection | Plugin Order | Simulation | Credential Provider Options

Search Directories
Directory MySQL Logger Plugin Configuration
C:Progran
C:\Progran Mode
g Event Mode Session Mode
Server
4 Huost: localhost | r
e 0 \E\ Add ] [ Remove ]
Databaze: pain
Current Plugi
e e Event Table: evel| Event Mode Table: Table exists and is setup correctly.
Plugin Man Session Mode Takle: Table exists and is setup correctly. -
Session Table: ses o i
LDAP  for authentication and/c|
Local Mach Iser: poin authenticated users, anc| |
-
MySGL Password: ey Tt database.
sl o
Simple Dem] ~ Everts usemames that begin wit _
< Logon [ Lock [7] Console Connect [7] Remote Connect ] Remote Control '
Logoff [] Unlock [] Console Disconnect [C] Remote Disconnect
Options
[ use MJra"led |lzemame
Cancel || Seve |
0Gina 2.1.8.0 [ Test... l [ Create Table l ance ave [ Apply ] [ Close ]

UspjeSan test je zapravo startao biljezenje prijava i odjava preko pGine. Izvjestaje iz mysqlove baze
mozemo Citati sljiede¢om metodom. Preuzmemo SQLyog Community Edition - 12.03 [5] instaliramo
po principu "prihvati sve ponudeno"
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File Edit View History Bookmarks Tools Help

| 18} Downloads - sqlyog - 5QLy.. ® | +

“

6 B https/fcodegoogle.comyp/sglyog/wiki/Downloads || Q, Seorch E l' ﬁ' =
| gqoog [y ed
_SQLYOQ C.d ¥ sQlyog Community 12.03 (32 bit) Setup o @ |5 i
License Agreement =
sSQ Lyog 12.03 Pleass review the license terms before instaling SQLyog Community 12,03 (32 bit). y i

m

S0Lyog Community B

Press Page Down to see the rest of the agreement.

S0l yog Community B i
Copyright (c) 2014 Webyog Softworks Private Limited

SUlyog.Job Agent (S This program is free software; you can redistribute it andfor modify ‘

»

. it under the terms of the GNU General Public License as published by
SGlyog .Job Agent (S the Free Software Foundation; either version 2 of the License, or i

(&t your option) any later version,
SQLyog 12.02

m

This program is distributed in the hope that it will be useful,
Ft WUTTHOLIT ANY WARRANTY: without even the imnlied warranty nf

SUlyog Community B If you accept the terms of the agreement, select the first option below. You must accept the
. agreement to install SQLyog Community 12,03 (32 bit). Click Next to continue,
SQLyog Community B

] @ i
S0Lvoq Job Agent (S c) 1 accept the terms of the License .f!\greement
() 1 do not accept the terms of the License Agreement

-

SQLyog Job Agent (S
SQLyog 12.01 <Back |[ mext> | [ cancel

Salyog Community Edition - 12 01 (64-Bit)

SQLyog Community Edition - 12 01 (32-Bit)

1| i | 3

Izvezemo izvjestaje koji nas zanimaju u csv obliku pomodu upute [6]. Pregledamo ga pomocu
tablicnog kalkulatora kao na primjerima.

2] eventsogsl - = X
A B C D E F G H I ) K i
1 2014-12-0_& 10:42:08kantina-PC192.168.1.98KANTINA-PC[1] Logoff user: --Unknown--
2 |2014-12-03 10:43:52kantina-PC192.168.1.98KANTINA-PC[2] Logon user: « @simet.hr
3 2014-12-03 10:46:26kantina-PC192.168.1.98KANTINA-PC[2] Logoff user @simet.hr
4 2014-12-03 10:46:34kantina-PC192.168.1.98KANTINA-PC[1] Logon user: --Unknown--
5 =
b
)
8
5
10
11
12
13
14
4 4 » M| aventsogsl ¥ 0| m

Page 8 of 9
Copyright ©2003.-2017. CARNet. Sva prava pridrzana.
Mail to portal-team(at)CARNet.hr


https://sysportal.carnet.hr/system/files/sqlyog.pdf
https://plus.google.com/108434066923574933475

g pGina nove generacije
% Published on sys.portal (https://sysportal.carnet.hr)

i3] sesslogsl LOGIN LOGOFF - = x
A B C D E ; G H J K

1 12814-12-! 3 10:43:522014-12-03 10:46:26/ @simet.hr ANTIMNA-PC192.168.1.98 Ll
2 |22014-12-03 10:46:340000-00-00 00:00:00--UNKNOWN--KANTINA-PC192.168.1.98

2

a

2 =
i

7

g

9

10 1
11

12

13

14 .
M 4 » M| sesslogsl %] [ I B

e [Er===Ti Ty | EEPEEP =1

U nekoliko koraka uz pomo¢ open source rjeSenja omogudili smo sigurnu i transparentnu prijavu na

Windows 7 sustav putem AAI@EduHr identiteta.
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