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Kloniranje Windowsa na privremeni SSH server

Za prezivljavanje u svakodnevnom poslu sistemca cesto se moraju koristiti
improvizacije i razni trikovi da se doskoc¢i nekom problemu. Stari hardver uglavnom nije dorastao
nekim novijim metodama rada ili zahtjeva drugaciji pristup. Ovo je jedan takav primjer iz prakse.

U racunalnoj ucionici unatrag 2 godine smo poceli raditi "bare metal restore" rezervnu kopiju svakog
pojedina¢nog racunala. lako je potrebno potrosSiti nesto vise vremena nego Sto je uobicajeno na
klasi¢nu reinstalaciju ucionice, prednosti su velike. U nekoliko minuta mozemo svako pojedinacno
racunalo vratiti u ispravno stanje ukoliko se sistem nepovratno osteti uslijed nepravilnog rukovanja,
kompromitacije sistema ili u naj¢eS¢em slucaju nepravilnog gasenja. Jedna od prednosti ove

metode da "zauvijek" imate registriranu kopiju Windowsa 7 koju nije potrebno ponovno registrirati
kao kod klasi¢ne reinstalacije.Time ne upadate u problem sa promjenom ili nestaSice klju¢eva preko
MS referalnog centra.

Da bi "sacCuvali" ispravno stanje sistema Windows 7 registriranog sa pripadnim klju¢evima na svaki
disk od 500 GB smo razdjelili na particije kao na slici.

| Jdevjsda - GParted ¥

GParted Edit “iew Dewvice Partition Help

L /devisda (465.76 GiB) »

Jdewsda2 fdevisda3 fdevjsdad
185,21 GiB 155,31 GiB 73.14 GIB
Partition File System Mourt Point Label Size Used Unused Flags
Idevisdal ntfs imediafsdal - System Reserved 100,00 MiB 13,59 MiB 66,41 MiE boot
Jdevisda2 ritfs fmediafsdaz 155.21 GiB 31.35 GiB 163.82 GiB
Idevisdal . gxtd fmedia/sda3 195,31 GiB 3.25 GiB 152.06 GiE
jdevifsdad ritfs imediafsdad 75.14 GiB 88.12 MiB 73.05 GiB

0 operations pending
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Windows korisnicima "nevidljiva" Linux "ext3" /dev/sda3 particija sluzi kao medij za pohranu
rezervne kopije boot sektora /dev/sdal C: sistemskog diska /dev/sda2 za potrebe vrad¢anja racunala
u orginalno ispravno stanje. NTSF particija /dev/sda4 ostaje za podatke Windows korisnicima
naj¢esc¢e oznake D: ili E: .

Medutim da ne bude sve idealno postoje 2 PC "oldimera" u ucionici sa hard diskom od 80 GB koji
nisu dostatni da se od njih "otkida" prostor potreban za "skriveni" dio. Mozda bi se moglo nesto
prostora "navudi" medutim drasti¢no ¢emo smanijiti sistemski C: disk kojeg Windows 7 svakom
slijede¢om nadogradnjom ili instalacijom softvera treba sve viSe.

U ovom slucaju bi posluzio dobro neki NAS uredaj ili vanjski disk sa dovoljno praznog prostora. Kako
to obi¢no bude NAS se jos nije kupio, vanjski disk je ionako pretrpan raznim potrebnim i nepotrebnim
kopijama za koje nikad ne zna$ hoce li kad zatrebati. Medutim zaklju¢ujemo da novija rac¢unala iz
ucionice imaju sasvim dovoljno mjesta na disku za pohranu . NTFS podatkovna particija bas nije
najbolje rjeSenje jer dostupna je znatizeljnim korisnicima Windowsa i treba dodatno definirati prava
pristupa. EXT3 particija sa novih raCunala ima sasvim dovoljno prostora samo je treba uciniti
dostupnom alatu za kloniranje.

Jednom starom &lanku [1] smo opisali kako se koristiti Clonezilla live-cd za kloniranje na npr. USB
stick. Za ovaj slu¢aj na Windows 7 PC sa EXT3 particijom podiZzemo live SSH server preko kojeg
"isporuc¢ujemo" kopiju. Na "izvornom" rac¢unalu uzimamo kopiju cijelog diska od 80 GB sa Clonezilla
1.2.10-14 verzijom koja je starija inacica ali za ovaj tip hardvera odgovarajuda.

Prvo odredisno rac¢unalo sa W7 OS "Debianiziramo" preko Antix 13.1 distribucije ( ustvari Debian live
cd). Kad smo racunalo bootali preko CD/DVD uredaja podigli Antix 13.1 kroz GUI podignemo terminal
i pokrenemo prijavu lozinka je "demo".

denmo@nt i X1: ~

$ sudo su
We trust you have received the usual lecture fromthe |ocal System Administrator. It
usual ly boils down to these three things:
#1) Respect the privacy of others.
#2) Think before you type.
#3) Wth great power cones great responsibility.
[ sudo] password for deno:

Provjerimo postojeée diskove na sistemu.

root @nti X1: ~# fdisk -I

Di sk /dev/sda: 500 GB, 500105249280 bytes

255 heads, 63 sectors/track, 60801 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Devi ce Boot Start End Bl ocks Id System
/dev/sdal * 1 13 104391 7 HPFS/ NTFS
Warning: Partition 1 does not end on cylinder boundary.

/ dev/ sda2 13 25497 204700230 7 HPFS/ NTFS
Warning: Partition 2 does not end on cylinder boundary.

/ dev/ sda3 25497 50993 204796620 83 Li nux
Warning: Partition 3 does not end on cylinder boundary.

/ dev/ sda4 50993 60802 78790792 7 HPFS/ NTFS

Otkrijemo gdje se svi nalaze. Zanima nas sda3 Linux ext3 particija.

root @nti X1:/ hone/ demo# cd / nedi a
root @nti X1:/nedia# |s
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sdal sda2 sda3 sda4 sdb1l

Navigiramo do nje kroz GUI Rox file manager. Tu pronalazimo ranije rezervne kopije od ra¢unala
domacdina radene Clonezilla alatom.

L4 /mediafsda3 (Thumbs) M
'@ucg\g\.gm ®4|tems

D D B

2013-10-02-08-img 2014-10-03-10-img labrrmx

lost+found

Pristupom kroz GUI smo montirali sda3 particiju Sto vidimo kad se dignemo nivo vise kao direktorij
markiran "zeleno".
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4 Jmedia (Thumbs) i: : :
1" ] 52 <='EB\ F;~|Ea %g; & EEI(:)fﬁﬁEWm

CDDoDDDE

sdal sda2 sda3 sdad sdbl

Sad joS trebamo omoguditi pristup preko mreze "domadinskom" odrediSnom racunalu. Promijenimo
si password koji je bolje ne komplicirati, stavite Sto jednostavniji ionako je privremen i ne¢e dugo
stajati na mrezi, komplikacija sa specijalnim znakovima vam moze raditi problem kod drugog
rasporeda tipkovnice.

root @nti X1:/ hone/ deno# passwd

Enter new UNI X password:

Ret ype new UNl X password:

passwd: password updat ed successfully

Startajmo ssh server i provjerimo trenutnu IP adresu servera.

root @nti X1:/ hone/ deno# /etc/init.d/ssh start
[ ok ] Starting OQpenBSD Secure Shell server: sshd.
root @nti X1:/ hone/ deno# ifconfig
et ho Li nk encap: Et hernet HWaddr 00:19: 66:f0: 97: a2
i net addr:192.168.1.101 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::219:66ff:fef0:97a2/64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 1486 errors: 0 dropped: 0 overruns: 0 franme: 0
TX packets: 86 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 164568 (160.7 KiB) TX bytes:7988 (7.8 KiB)

Znadi adresa odredista je 192.168.1.101, putanja do odredisnog diska je /media/sda3.

Sada pokre¢emo postupak kloniranja "old timer" rac¢unala sa diskom od 80 GB. Podighemo izvorno
racunalo preko Clonezilla live cd-a. Prije pokretanja procesa kloniranja radi lakSeg snalazenja kod
pisanja putanja mozda je bolje odabrati "Select keymap from full list" i podesiti "croat" znakove.
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Zapocdinjemo proces odabirima.

——| Start Clonezilla =
dzula or enter login shell (command line .
mode:

Enter_shell Enter command line prompt

<0k > cCancel:
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Zatim biramo SSH server kao mjesto spremanija.
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n er comnand 1ine prompt. Do i
~exlsting shomespart imag (Memory! N

U nasoj mrezi koristimo dhcp server i prepustimo mu dodijelu adrese.
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| Network Config | —
ge the mode 10 setup tha network for this network card: utm !

aiu: lJa ETEtlE IF addr:ss

pppoe Use PPPoE
enter_shell Enter command line prompt. Do it manually

0k <Cancel>

Ruc¢no unesemo adresu ciljanog servera i ostavimo pretpostavljeni port 22.
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—1 Mount sshfs :
of the server. E.g. 192.168.1%0.754 or hostname .
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— 1 Mount sshfg |
Port to connect to on the remote SSH host (normal port number [s 22):

s L 1)

<Cancel:

Korisnik, apsolutna putanja i SSH lozinka koju smo odabrali.
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o | Mount sshfs | -
the account that you nave the permission to write [f.r e

{Cancelx
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1 Hount sshis |

The directory uhere Clonezilla image will be saved to or read from. /4/
in ssh server, Ex homespart imag NOTE/// use absolute

T S 00—

(Lancelx
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Wow you have to enter the password for: rootd132.168.1.101:/medla/sdad (If it s the first time
You access the ssh server after Clonezilla live boots, for better security, a confirmation will
be asked)

Odabiremo nacin rada, pocetni¢ki u nasem slucaju.
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| Clonezille - Opensowrce Clone System (OCS) |
Choose the mode to run the following wizard about advanced parameters:

Expert Expert mode: Choose wour own options

0k cCancels

Spremamo cijeli disk posto je cjelokupan kapacitet iskoriSten za sistemski dio. Odabiremo ponudeno
ime uz nas dodatak kojim ga razlikujemo od drugih kopija.
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Clonezilla - Opensource Clone Sustem (0OCS) | Mode: savedisk
Input @ name for the saved imsge to use

JCancels

Potvrdujemo identitet izvornog diska kroz dijalog. Za svaki slu¢aj mozemo napraviti provjeru kopije
nakon pospremanja.
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ice name in GNU/LLnux. The first disk in the

db" or “sdb“... Press space key to mark lection, &
selection is done: e
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Amage is saved, do you want to check If the image is restorable? ///NDTE/s
i1l only check the image is restorable, and it will not urite any dats to

-SC No, skip checking the saved image

<0k > «Cancel:

Proces kloniranja kreé¢e potvrdom "Yes" na ciljani live SSH server brzinom koju mreza dopusta. Sa
brzinom se ne trebamo previse zamarati jer proces kloniranja ¢e se dovrsiti bez daljnjeg nadzora. Za
to vrijeme mozemo nesto drugo odraditi.
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0 0 00 oo o oo o o ool e

PS. Hl;:é t:n you cen ﬂ thi:J;n-und :lum:tlg:
Jfopt/drblssbln/ocs-sr =¢ =J2 =zlp -1 2000 =-p true savedisk 2014-10-22-11- labireg
This command [s also seved as this flle name for later use 1 i T A
FM2-2014=10-22=11=36 ECESSAry: /1mD/0Cs-2014-10-22-11-laby
Press "Enter” to contlnue...

fctivating the partitlon Info In /proc... donel

Gelected device [sda)] found|

The selected devices: sda

tearching for data partition(s)...

Excluding busy partltlon or disk..,

Unmouted partitlons (Including estended or swap): sdal sda2

Collecting info... donel

Eearching for swap partitlon(s)...

Excluding busy partitlon or disk...

Unmouted partitions (including extended or swap): sdal sda?

Collectlng info... donal

The data partitlon to be saved: sdal sde2

The sump partitlon to be saved:

Actlvating the partitlon Info In /proc... donsl

Selected device (sdall found!

Belected device [sda2] found!

The selected devices: sdai sda?

Getting /dev/sdal info...

Getting /dev/sda Info...

e O 0 R R O S S e |
The followlng step ls to save the hard disk/partitlonis) on this mechine as an lmege:
O O R Sk kiciokioiolokinioh ol e e

Machine: o Product Nems
sda (PG,

=» "/home/part Lnag/2014-10-22-11-1sbireg",
Are you sure you want to contlnue? 7 (ym)
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Resaining: 00:00:00, Completed:100.00%. Rata: 759, 40MB./min
2, Ave. Rate: 759.4MB8/min, 100.00% completed| g i
Partclone successfully cloned the device (/dev/sdal) to the image (-)
Check ing the disk space...

» Time mlapsed: 3.08 secs (™ .051 mins)
R L e e S E S R S R PRt L L RS s
Finished saving /dev/sdal as shome/part imsg/2014-10-22
rll::t'iimttmmmmmmtnﬂl
r:---mmmm‘
ORI 0 I OO o il
Starting saving /dev/sda2 as /home/partimag/2014-10-22-11-labirme/ 3
fdev/sda2 fllesystem: ntfs. T 1
.+L£t+-+wmmm.
Cmtkln!, the disk Space. ..
W‘Mmtm%,
Use partclone with plgz to save the image.
Image file will be split with size Limit 2000 MB.

-11-labirmé/sdal.ntfs-ptci-ing.gz

ook

If this action falls or hangs, check:
® Is the disk full 7

;rt:llm: wi.2.29 hittp://partclone.org

arting 10 clone device (/dev/sda?) t =
Reading Supsr Block i oa
Calculating bitmap. ..

Elapsed: 00:00:07, Remalning: 00:00:00 Completed: 100.00%
Total Tine: 00:00:07, 100.00% : s
Flle system: NTFS —

Device size: 79,9 g8
Space In use: 38.3 g8
Free Space: d1.6 GB
Block slze:
Used block 3

Elapsed: 00:00:09, Remaining: 00:43:59, Completed: 0.34%, Rate: B67.45MB/min,_

Napravimo jos provjeru na SSH serveru da se uvjerimo da nas posao napreduje.

root @nti X1:/ nedi a# cd sda3

root @nti X1:/ nmedi a/ sda3# du -s * | sort -n
16 | ost +f ound

1247108 2014-10-22-11-1 ablrn®

17210848 2013-10-02-09-i ngy

22359076 2014-10-03-10-i ny

41799264 | abr mx

root @nti X1:/ nmedi a/ sda3# du -s * | sort -n
16 | ost +f ound

1326400 2014- 10-22-11-1 ablrn®

17210848 2013-10-02-09-i ngy

22359076 2014-10-03-10-i ng

41799264 | abr nx

Vidim da se cifra oznake "2014-10-22-11-lablrm2" povecdava i ide prema kona¢nom cilju. Kad
proces kloniranja zavrsi jednostavno oba racunala restartamo bez Linux live distribucija i vratimo ih u
njima prirodno Windows stanje. Dok nas PC "old timer" ima spremljenu "bare metal restore" kopiju
diska za slucaj potrebe povratka ispravnog stanja nakon havarije sistema.

pet, 2014-10-24 13:06 - Goran SljiviécKuharice: Linux [2]
Vote: 5
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