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Windows 7 - brisanje logova

Svima su poznati logovi na operativnim sustavima Unix i Linux. | Windowsi imaju
sustav za biljezenje sistemskih dogadaja, nazvan "Event log". Doduse, zapisi u Windowsu XP su malo
"siromasni" i necitki. No, pocevsi od Viste Microsoft je drasti¢no promijenio i poboljSao shemu zapisa
u Event log, te omogudio aplikacijama bolji i precizniji zapis kako bi omogucio kvalitetnije otklanjanje
problema.

Administratorima je olakSano filtriranje logova po nekoliko kriterija, kao i definiranje korisnicki
definiranih pogleda ("Custom Views") za viSe logova.

Kako je Event log redizajniran, izdan je i novi alat za upravljanje Event log zapisima. Taj alat je
nazvan wevtutil. On omogucuje upravljanje nad svakim dijelom zapisa u Event logu.

Sam alat wevtutil dolazi sa mnostvom parametara i prekidaca i njegova uporaba zahtjeva strogo
pridrzavanje komandne sintakse koja obuhvada, osim parametara i prekidaca, razmake, dvotocke i
navodnike.

Samu sintaksu te koji se prekidaci koriste najbrze ¢ete dobiti direktno preko konzole. Nakon sto
startate Command Prompt u prozoru upisite "wevtutil /?"

-

BN C\Windows\systerm32\cmd.exe | =R C] |£h]

Windows Events Command Line Utility.

Enahles you to retrieve information about event logs and pubhlishersz,. install
and uninstall event manifests, run gueries, and export, archive, and clear logs.

Uzage =

You can use either the short (for example. ep Auni) or long <for example.
enun—puhlizhers sunicode? version of the command and option names. Commands.
options and option values are not case—sensitive.

Variables are noted in all upper—case.
wvevtutil COMMAMD [ARGUMENT [ARGUMENT]1 ...1 [A0PTION:UALUE L[-O0PTION:UALUE] .._.1
Commands =

enum—logs List log names.

get—log Get log configuration information.

set—log Modifv configuration of a log.

enum—puhbhlizshers List event publizhers.

get—publisher Get publisher configuration information.
install-manifest Install event publishers and logs from manifest.
uninstall-manifest Uninstall event publishers and logs from manifest.
ore ——

o SR

Primjerice, ukoliko Zelimo ispis svih naziva logova, koristit éemo parametar "el" (s razmakom)

wevtutil el
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Bl C\Windows\system32cmd.exe |ﬂ|—E—S—J

Cizsco—EAP-FAST ~Debug

Cizsco—EAP-LEAP-Dehug

Cizco—EAP-PEAP-Debug

DebugChannel

DirectShowFilterGraph

DirectShowPluginControl

Elz_Hyphenation-Analytic

EndpointMapper

ForwardedEvents

HardwareEvents

Internet Explorer

Key Management Service

MF_MediaFoundationDeviceProxy

Media Center

MediaFoundationDeviceProxy

MediaFoundationPerformance

MediaFoundationPipeline

MediaFoundationPlatform

Microsoft—-IE-Diagnostic

Microsof t—IEDUTO0L/Diagnostic

Microsof t—IEFRAME/Diagnostic

Microsof t—JSDumpHeapsDiagnostic

Microsoft—Perf Track—IEFRAME/Diagnostic

Microsoft—Perf Track—MSHTML-Diagnostic
Microzoft—Windows—ADSI  Debug
Microsoft—Windows—API-Tracing0Operational
Microzoft—Windowz—ATAPort General
Microzoft—Windowz—ATAPort ~SATA-LPH
Microsoft—Windows—ActionQueuesAnalytic
Microsoft—Windows—AltTab-Diagnostic
Microsoft—Windows—AppID-s0perational
Microsoft—Windows—AppLockerEXE and DLL
Microsoft—Windows—AppLocker~M5I and Script
Microsoft—VWindows—Application Server—Applications Admin
Microsoft—Windows—Application Server—ApplicationssAnalytic
Microszoft—Windows—Application Server—Applications-sDebug
Microsoft—Windows—Application Server—Applications-0perational
Microsoft—VWindows—Application—ExperienceProhlem—Steps—Recorder
Microsoft—VWindows—Application—ExperienceProgram—Compatibhility—Assistant
Microsoft—Windows—Application—ExperienceProgram—Compatibility-Trouhlesho
Microsoft—VWindows—Application—ExperienceProgram—Inventory
Microsoft—VWindows—Application—ExperienceProgram—InventorysDebug
Microsoft—VWindows—Application—ExperienceProgram—Telemetry
Microsoft—Windows—AudiosCaptureMonitor
Microsoft—Windows—AudiosOperational
Microzoft—Windowz—Audio-Performance
Microzoft—Windowsz—Audit- Analytic
Microsoft—Windows—Authentication User InterfacesOperational
Microsoft—-Windows—AxInstallService-Log
Microsoft—Windows—Backup

Microsoft—Windows—Biometrics 0perational
Microsoft—Windows—Bitsz—-Client/Analytic
Microsoft—Windows—Bitz—Client/0Operational

—— More ——

4 1] F

ko zelimo vidjeti ispis svih zapisa programskih komponenti koje mogu generirafi [ogove, te ih potom
proslijediti Event Vieweru, koristit ¢emo parametar "ep"

wevtutil ep
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(admin, operational, debug, staza, veliCina) i slicno, koristit ¢emo parametar "gl ime log zapisa".

Kao primjer prikazat ¢emo informacije o log zapisu Internet Explorera (u ovom primjeru koristit ¢emo
navodnike jer u nazivu postoji razmak):

wevtutil gl "Internet Explorer"
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-

BY C\Windows\system32\omd.exe | = | B |&I

C~>uwevtutil gl "Internet Explorer'
Internet Explorer
enabled: true
type: Admin
owningPublisher:
izolation: Application
channelfAccesz=z: O:BAG:EYD:-C(A::Bx@Y;;WDIE (ML ;Bx1:::LUWD
logging:
logFileMame: =SystemBootx~System3d2~UWinevt LogsxInternet Explorer.evtx
retention: false

autoBackup: false

maxSize: 1852672
publishing:

fileMax: 1

vapisa i
tako dalje.

Naravno, pregled svih dogadaja i greSaka moZemo vidjeti i putem Event Viewer konzole. Ono sto je
zanimljivo je da mozemo primjetiti da u Custom views i pomoénom izborniku nemamo opciju za
brisanje Event log zapisa.

id| Event Viewer

File Action View Help

e« 71E HE

12| Event Viewer (Local) Administrative Events Number of events: 1.712 [
a | Custom Views ’7
T Administp=si-Feemsn 7 Mumber of events: 1,712

i Windows Loc Open Saved Log... Source Event
Apphc-atln?ms Create Customn View... 5.54 WLAN-... 40
24 Subscriptions Import Custom View... B.54 WLAM-... 100
Filter Current Custom View... p:>0 User Pr... 1
. B:47 Distrib... 100
Properties
_ 2:40 Dhep-... 10
Find... D:56 Service.. 70
Save All Events in Custorn View As.., Boaa ram an an
b
Export Custom View... :
x

Copy Customn View...
Attach Task To This Custam View...

View 3

¢d an address from the netwe
Refresh dress GKCCAE"EH}MCH. The
i trv and obtain an address or

m

Hel .

-, Vindows-DHCP Client Events
Source: Dhecp-Client Logged:
Event ID: 1001 Task Catec ™

4 TIf 3
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Ako zelite imati "Cistu" situaciju nakon otklanjanja problema tj. zelite obrisati log zapise i lakSe
promatrati ponasanje problemati¢nog servisa nakon otklanjanje gresaka, mozete se odluditi na
brisanje zapisa. Brisanje logova obavljate koristeci parametar "cl" (clear), dodajuéi tome naziv event
loga. Primjerice, za brisanje logova Internet Explorera:

wevtutil cl "Internet Explorer"

Ako zelite obrisati sve log zapise, mozete se posluziti skriptom iz Command Prompta (koji je pokrenut
kao administrator)

Event Viewer

File Action Wiew Help

&= #E H
@] Event Viewer (Local)

4 | Custom Views
¥ Administrative Events ¥ Number of events: 1712

n Windows Logs Level Date and Time o £
Applications and Services Lo\ | gy o 21.9.2013.14:55:03 [

A Subscriptions @ Error 21.9.2013.13:55:31 5
/v Warning 21.9.2013, 8:12:30 i
/0 Warning 21.9.2013, 8:12:30 1.|:|
'IJ Error 21.9.2013, 8:12:24 [
'I;I Error 21.9.2013, 7:42:33 ;

v Warning 21.9.2013. 0:29:08 LS

Fi m 3
Event 1001, Dhep-Client x

General | Details

Your computer was not assigned an addre
Metwork Card with network address 0xCCE =
Your computer will continue to try and ol

| e Marmes Microsoft-Windowe-NE
Slika prije brisanja zapisa.

U Command Promptu upiSite sljededi oneliner (obratite pozornost na apostrofe!):

for /F "tokens=*" 9% in ('wevtutil.exe el') do wevtutil.exe cl %

Bl Administrator: C:\Windows\System32\cmd.exe E=NECE

Microzoft Windows [Uerszion 6.1.76611
Copuright <c>» 20@? Hicrosoft Corporation. HAll rights reserved.

C:sUWindowsssystemd2*for #F "tokens=%®" %1 in ('wevtutil.exe el’> DO wevtutil.exe
t:1 "21"
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BN weviutilexe o "Microsoft-Windows-Audio/CaptureMonitor” | = | (=] |—?‘h

C:sWindowsssystemd2 uevtutil.exe ¢l "Microsoft—Windows—Application Server—Applic
ations/Debug®

C:xWindouwsszsystemd2>wevtutil.exe cl "Microsoft—Uindows—Application Server—Applic
ationss0perational"

C:xWindowsssystemd2 >wevtutil.exe cl "Microsoft—Windows—Application—-ExperiencePr
ohlem—S5teps—Recorder"

m

C:sWindowsssystem32 uevtutil.exe ¢l "Microsoft—UWindows—Application—-ExperiencePr
ogram—GCompatibility—Asszistant®

C=xWindowsssystemd2 >wevtutil.exe cl "Microsoft—UWindows—Application—-Experience Pr
ur{ram—cn rmaatihility—Troublezhaontenr®

{a] Event Viewer

File Action View Help

&% #E H
@ Event Viewer (Local) |

a | Custom Views
“¥ Administrative Events 7 Number of events: 0

n Windows Logs Level Date and Time Sou
Applications and Services Lo

-+ 4 Subscriptions

General | Details
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